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Hello, and welcome to HIPAA.  This training information on HIPAA is required by federal law for all 
persons who come into contact with medical records 
 

WHAT IS HIPAA 

HIPAA stands for Health Insurance Portability and Accountability Act.  It's a federal regulation, passed 
by Congress in 1996.  The guidelines were implemented in April of 2003.  HIPAA gives individuals 
certain rights about their medical information.  It provides national standards for the use and disclosure 
of medical information.  It also allows federal penalties for violations- both criminal and civil. 
 
HIPAA's a little complicated because it was, after all, made by lawyers with the federal government.  
For instance, the Pythagorean Theorem is only 24 words.  Lincoln's 'Gettysburg Address'- 286 words.  
The Declaration of Independence- 1300 words.  HIPAA privacy regulations- 401,034 words.  We're not 
going to cover every word, just the highlights. 
 

WHAT IS HIPAA IN PRINCIPLE 

The concept of HIPAA's privacy and security regulations is simple: Keep individuals' health 
information securely confidential. 
 
HIPAA is a major cultural change away from the notion of a healthcare provider's “ownership” of an 
individual's medical records. HIPAA now represents the consumer-based concept of an individual's 
ownership of his or her personal health information, which may be given in custody to a health care 
provider for defined, limited specific purposes. 
 
HIPAA's regulations were designed to protect individuals' rights to privacy and confidentiality, and 
assure the security of electronic transfer of personal information. 
 

GOALS OF PRIVACY STANDARDS 

What are the goals of privacy standards? 
– To guarantee patients full access to their medical records. 
– To give patients more control over how their personal information is used or disclosed. 
– Provide an avenue of recourse if their medical privacy is compromised. 
– Assure privacy of information without impeding research 
– Allow for treatment-related conversations. 
 

WHO IS COVERED BY HIPAA 

Health information is used by many people in the course of a single episode with a health problem.  
Listed below are some of the agencies and individuals who may handle health information.  You could, 
no doubt, add several more. 
They are: doctors & nurses, acupuncturists, hospital clerks, physical therapists, nutritionists, lab 
personnel, reception staff, janitorial staff, paramedics, respiratory therapists, billing clerks, insurance 
agents & clerks, school faculty & nurses, home health personnel, medical records clerks, website 
managers, and others. 
 

WHO IS COVERED 

Health insurance plans are covered, and also health care clearinghouses: usually these are databases 



where health care information is stored.  Also covered are health care providers.  “Health care 
providers” includes any person or entity that furnishes bills or is paid for health care in the normal 
course of business.  It includes both persons and entities, like companies or corporations.  It includes 
mainstream practitioners, as well as providers of alternative care, such as acupuncturists, chiropractors, 
and naturopaths. 
 

WHAT IS COVERED 

There are two important things to remember: “PHI” and “TPO.”  Let's look at these individually.  
Starting with PHI, this stands for “Protected Health Information.”  This is individually identifiable 
patient information. 
Let's get a couple of definitions under our belt to help clarify PHI. 
– Health Information: This is broadly defined as meaning all verbal or recorded information  

relating to the physical or mental health of an individual, or the payment for health care. 
– Individually Identifiable Information: This is health information that identifies or reasonably  

can be used to identify the patient.   
So now, what is Protected Health Information?  This is identifiable information- it refers to information 
that could be used to identify the patient.  It can all relate to the patient's name, address, phone/fax 
numbers, and email address.  It can also include the employer's name, certificates or license numbers, 
voice or fingerprint data.  Also relative’s names, photos, dates of birth, social security number, Medi-
cal record number, or membership or account numbers as well. 
 
Now let's look at that second definition of “TPO”: Treatment, Payment, and Health Care Operations.    
“Treatment” is everything about the health care services.  “Payment” is everything involved in payment 
or reimbursement for services.  “Health Care Operations”- that's everything about the daily business 
operations of the provider. 
 
What is the term “use” mean in this context?  Protected health information is used when it's shared, 
examined, applied, or analyzed within a covered entity that receives or maintains the information. 
 
 “Disclosure” is another important term to understand. The protected health information that we just 
discussed above is disclosed when it is released, transferred, allowed to be accessed, or otherwise 
divulged outside the entity holding the information.  For instance, if you're a provider with a file on a 
patient, and you give that file to another practitioner, you are disclosing that information, and it's used 
outside of your office. 
 

USE & DISCLOSURE OF PHI 

Emperor's College of Traditional Oriental Medicine may not use or disclose Personal Health 
Information except under the following circumstances: 
– We can disclose information to the individual patient. 
– Pursuant to the individual's consent for treatment, payment, or health care operations 
 
So ECTOM may use or disclose personal information to the individual or during the course of just 
doing business- TPO.  And this personal information can also be used or disclosed when the individual 
gives his authorization for specific purposes, which we'll discuss in just a moment. 
 
Here's another definition- and keep in mind definitions in this program are legalese.  These definitions 
are written by attorneys, so they tend to be a little bit convoluted. 
– “Minimum Necessary Standard”:  this means that reasonable efforts are made to limit the use or  

disclosure of, and requests for, protected health information for the minimum necessary to  



accomplish the intended purpose. 
 
For instance, let's say a dentist makes a request for file information from ECTOM.  The College would 
provide information to the dentist, but only that portion of the file necessary to meet that dentist's 
requirements.  In other words, if there are items in the file that don't directly pertain to what the dentist 
is asking for, those portions of the file are not provided.  In this way the information sent to the dentist 
is specific, and only that necessary information to meet the request of that dentist.  If, for example, you 
have X-Rays in your file of your low back, and you have blood reports which have to do with a 
pregnancy test, and what the dentist is really after is just information about your treatment for TMJ- 
temporomandibular joint problems- all the other information doesn't necessarily have to be sent.  That 
would be an example of an attempt to limit the amount of information sent to this particular provider to 
just that information that's necessary to meet the requests.  The same holds true with any other request 
for information.  The provider requesting the information will receive only the information that is 
necessary to meet the requirements of the request. 
 

WHO HAS ACCESS TO PHI 

Who has access to PHI- Personal Health Information?  It's based on the “Need-To-Know” Principle.  
The Personal Health Information should be shared with as few individuals as needed to ensure patient 
care and then only to the extent demanded by the individual's role.  For instance, as an intern in the 
clinic, you have access to the entire file.  The receptionist, on the other hand, doesn't need to know all 
the information in the file, beyond the patient's name, address, phone number, and the date for their 
appointments.  Take all reasonable steps to make sure that individuals without the 'need to know' do not 
overhear conversations about PHI.  Remember, the walls in the clinic are thin, and conversations can be 
overheard from nearby areas.  Be especially mindful when escorting patients to and from treatment 
rooms.  Be sure not to discuss particulars about the patient's care or treatment at the front desk.  And 
generally speaking, do not conduct discussions about PHI in public places.  One never knows who's 
listening, and they might recognize the patient by their name or other relevant information. 
 

PROTECTING YOUR PATIENT'S PHI 

In the student role, your are NOT to photocopy or fax patient documents in the process of working with 
your patient's PHI.  Patient records do not leave the clinic.  Any transmission of PHI must be approved 
by the supervisor or the clinic director, and carried out by the staff.  This holds true for all employees 
and staff members of the clinic.  Before PHI is sent out, or distributed or used, it must be approved by a 
supervisor or the Clinic Director. 
 
The patient's file is a legal document.  If destruction of some portion of the file is approved by the 
supervisor, DO NOT put the patient's PHI notes in the trash or paper recycle cans.  Use a paper 
shredder instead.  HIPAA protects individually identifiable health information and all medical records 
in any form- electronic, paper, or verbal- whether or not it has ever been transmitted electronically. 
 

EXCEPTIONS TO RESTRICTIONS 

As with all rules, there are exceptions, and here are the exceptions to these restrictions.  You may 
disclose PHI without consent or authorization: 
– In an emergency: for example, there's a telephone call that comes from St. Johns' emergency  

room.  One of our patients is in the ER, and the doctors need to have information that's in the  
file at ECTOM.   After verifying that this is in fact the ER from St. Johns, information can be  
given- again with the approval from the supervisor or the clinic director. 

–  In the case of a substantial communication barrier to obtaining consent or authorization: If the  
patient does not speak English for instance, it will be necessary to have an interpreter, in which  



case the interpreter will be able to hear all the medical information. 
– Medical Research: information from patient files may be used for medical research purposes,  

provided that the patient's personal information is not disclosed- that it's kept anonymous. 
– Public health activities: the public health authorities require that you report communicable  
 diseases to their offices.  If the patient presents with a disease such as meningitis, for instance,  

or syphilis, or other communicable diseases, it's your responsibility to report these diseases to 
the public health authorities. 

– Activities related to national defense and security: this area has to do with law enforcement and  
has to do with Homeland Security, and the parameters vary. 

– To report victims of abuse, neglect, or domestic violence: if you suspect that an individual  
under your care, be it an adult or a child, has been subject to abuse, neglect, or domestic  
violence, check with your supervisor or the clinic director first.  If you should report something  
without first reporting to your supervisor or the clinic director and you happen to be wrong  
about your accusation, the consequences can be rather severe for you and the clinic. 

– Law enforcement purposes: there might be a scenario where someone presents to the clinic with  
a stab wound.  Now obviously this is not an unusual case, but if aid was rendered, and then  
subsequently the patient was sent on to the ER, the police might come by and ask what time the  
patient presented as well as some of the circumstances surrounding the care that we gave that  
person, as part of a criminal investigation. 

– To disclose information to coroners, or for the purpose of organ donation: in the process of  
doing an investigation on the death of a person, the coroner might look into medical history.  
Similarly, when determining if an organ donor is suitable for donating an organ, the medical  
history may be evaluated. 

– Worker's compensation claims: when a worker makes a claim for an injury, the medical records  
are an open book to the courts and must be provided. 

 
Again, we must emphasize that only the ECTOM clinic supervisors or managers are authorized to 
disclose the PHI- the Personal Health Information. 
 

PROVIDING THE PATIENT WITH EMPEROR'S HIPAA POLICY 

How do we notify the patients about our HIPAA policies?  This is done through the notice of privacy 
practices, consent, and authorization. 
 

NOTICE OF PRIVACY PRACTICES 

Emperor's College must notify patients about HIPAA.  We have to explain to the patient how ECTOM 
Clinic may use and disclose their Personal Health Information.  This informs patients of their privacy 
rights, and this is a legal document that we provide to them. The document includes an explanation of 
how to file complaints with ECTOM and Health & Human Services, includes an explanation of 
ECTOM Clinic's right to change the notice, the name or title and phone number of a contact person for 
more information about HIPAA, and the effective date of the notice. 
 

CONSENT & AUTHORIZATION 

This topic involves how a patient will give consent and authorization for their use of PHI. 
 

CONSENT 

Health care providers who provide treatment or health care products directly to patients must obtain an 
individual's written permission, or consent, prior to using or disclosing health information for 
treatment, payment, or health care operations.  Consent is something given by the patient on their first 
visit to the clinic.  When they fill out all the forms and paperwork at the initial visit, there will be a 



consent form in that packet. 
 

AUTHORIZATION 
For uses and disclosures not related to treatment, payment, or health care operations, you may use or 
disclose PHI only with written authorization.  For instance, the patient asks you to send medical records 
to her other providers.  The authorization must specifically describe the information to be disclosed, the 
names of both the person authorized to make the disclosure and the person to whom the disclosure is 
made, the expiration date or terminating event, the date and signature of the individual giving 
authorization or the representative of the patient. 
 
So we can see here that the authorization is very specific.  This specific information involves, 
specifically, who this information is going to and a date at which this will all expire.  In other words, 
you can't just have an authorization out there for an undetermined, unlimited length of time.  It has to 
have a specific time line. 
 

CONSENT VS. AUTHORIZATION 

So let's compare the two- Consent versus Authorization.  Consent is ongoing, obtained one time- 
usually at the first visit- and it's good until the patient revokes it.  And it's only used in relation to TPO- 
all the operations of providing health care and payment.  Authorization, on the other hand is limited, 
expiring on a specific date or event, and is used to disclose PHI for purposes other than TPO, and it 
provides specifics about who may receive information and how it is to be used.  These authorizations 
are usually obtained when the patient wants medical records sent to another practitioner. 
 

WHAT OBJECTIVES DO THE HIPAA PRIVACY REGULATIONS ACCOMPLISH FOR 

PATIENTS 

So what do the HIPAA regulations actually do for the patient?  
– The patients have more control over their PHI. 
– It sets boundaries on the personal use and disclosure of personal health information. 
– It establishes safeguards for all the people who participate in, or are associated with the  

provision of healthcare to ensure that they honor patients' rights to privacy of their PHI. 
– There are civil and criminal penalties for violators- we'll talk about that in a few moments. 
– It strikes a balance when public responsibility requires disclosure of some forms of data.  This  

applies, for example, in protecting public health, as we discussed earlier. 
 
Under HIPAA, patients have the right to: 
– Receive notices of HIPAA practices 
– They can authorize the use of their data 
– Request access to this data 
– Request an accounting of the uses and disclosures of their data 
– Request amendments or corrections to their data 
– Request restrictions on the use of data 
– File a complaint 
 

EMPEROR'S ADMINISTRATION OF HIPAA REQUIREMENTS 

Here's what our responsibilities are. 
 
The ECTOM clinic: has designated a privacy officer; provides training to members of the workforce 
(that's us) on HIPAA; has appropriate safeguards and sanctions for PHI use; complies with all required 
public notices and procedures. 



 

VERIFICATION 

There's something called 'Verification,' and we do this under certain circumstances.  We must make 
every effort to verify that the person who is requesting information on a patient is in fact the patient or 
an authorized representative of the patient.  When a person requests medical or patient information and 
that person is not the patient or his authorized representative, refer such a person to the Clinic Director 
or the Clinic Manager.  This includes requests made by family and friends of the patient.  Keep in mind 
that the patient's personal health information belongs to the patient.  Family and friends do not have 
access to it unless the patient authorizes it.  This includes spouses: The husband, for instance, does not 
have the right to see the PHI of his wife, and vice versa.  The husband's PHI cannot be disclosed to the 
wife without consent of the husband. 
 

RELEASE OF INFORMATION BY TELEPHONE 

Generally, detailed PHI is not to be released over the telephone even if disclosure is permitted or 
authorized.  However, healthcare providers may release detailed PHI over the phone when it's limited 
information pertaining to the individual's appointment date and time, which may be released by 
telephone after verification of the individual is made. 
 

RELEASE OF INFORMATION BY FAX 

PHI should not be faxed, even if disclosure is authorized or permitted.  EXCEPTION: Authorization 
from the patient has been received or is not required by law.  For instance, the request is from a medical 
provider and ECTOM Clinic is informed that it is necessary to disclose PHI without delay to treat the 
individual. 
 
All faxed PHI should include a fax coversheet explaining that the information being faxed is 
confidential, and should be destroyed if not received by the intended recipient.   
 

RELEASE OF INFORMATION BY MAIL 

All PHI that is released by mail must be in a sealed envelope and addressed to the individual or the 
party designated, through written or oral request by the individual.  Some examples include 
appointment reminders and no-show letters- these must be placed in a sealed envelope.  Postcards 
containing PHI must be placed in a sealed envelope. 
 

ENFORCEMENT OF HIPAA POLICIES AND PENALTIES FOR VIOLATION 
 
HIPAA is administered by the United States Department of Health & Human Services in the Office of 
Civil Rights.  Enforcement is by the Department of Justice. 
 
Anyone who violates HIPAA rules in their assigned location may be removed from their academic 
program.  Employees of ECTOM Clinic who violate HIPAA regulations are subject to disciplinary 
action, including suspension and dismissal.  Criminal and civil penalties apply to students as well as 
employees. 
 
Punishment for failure to comply may not occur: 
– If it was not known or could not have been discovered through due diligence 
– Or was due to a reasonable cause and is cured within 30 days 
 
However there can be civil penalties- this is when the patient sues.  For each failure to comply with 
HIPAA regulations, fines can be assessed starting at $100- not to exceed $25,000- per calendar year. 



 
If things REALLY get bad, there are criminal penalties.  For the knowing use or disclosure of 
unauthorized PHI, there can be fines up to $50,000 and/or a sentence of up to one year in prison.  If 
acting under false pretenses, fines can be as much as $100,000 and/or a sentence of up to five years in 
prison.  If the intent is to sell, use, or transfer PHI for commercial advantage, personal gain, or 
malicious harm, fines can go up to $250,000 and/or a sentence of up to ten years in prison. 
 

HIPAA RULES AND STUDENTS 

The HIPAA rules for privacy and security will fully apply to you when you are assigned as an observer 
or intern in the ECTOM Clinic or affiliated organizations engaged in providing health care services, 
such as hospitals, clinics, nursing homes, and mental health centers.  The HIPAA rules for privacy and 
security apply to all employees and staff at these locations. 
 

WHY HIPAA 

Let's get the bigger picture for HIPAA.  Aside from the basic right to privacy of our medical records, 
here are a few scenarios where HIPAA takes on greater significance: 
 
– Genetic Advancements: as more is known about our genetic predisposition to disease, HIPAA 
will ensure that, for example, an individual is not denied insurance because the company knows that he 
or she may eventually develop Multiple Sclerosis. 
 
– Marketing: as information is more easily captured concerning, for example, the prescriptions we 
purchase, HIPAA is designed to prevent marketing of unsolicited products or services to patients based 
on harvested marketing data. 
 
– Technology: as information is quickly and sometimes loosely moved around networks, HIPAA 
standards will hold violators accountable for accidental or intentional interception of Protected Health 
Information. 
 
Here are a few examples illustrating why HIPAA regulations are necessary.  An Atlanta truck driver lost 
his job in early 1998- before HIPAA- after his employer learned from his insurance company that he 
had sought treatment for a drinking problem.  Also before HIPAA, the late Arthur Ashe's positive HIV 
status was disclosed by a health care worker and published in a newspaper without his permission.  
Tammy Wynette's medical records were sold to the National Enquirer by a hospital employee for 
$2,610.00. 
 

HIPAA- THE PRACTICAL SUMMARY 

NEVER discuss information about specific patients outside the workplace.  DO NOT remove files, 
forms, or other patient information from the clinic.  DO NOT include any information about any patient 
from your workplace on any notes, class reports, or homework that would identify the patient.  NEVER 
provide PHI to a company or vendor seeking information about patients. 
 
Follow the rules in your workplace regarding privacy with regard to the use of telephones, computers, 
faxes, and emails.  DO NOT leave printed documents or files where unauthorized persons can see 
them.  Report any suspected or known breaches of confidentiality to the organization's privacy officer.  
And above all, use common sense. 
 

WHERE DOES HIPAA APPLY 

HIPAA applies to each of us- in all settings.  That means in the clinic, at home, on the bus, in 



restaurants, as well as in the classroom.  Everywhere...all the time. 
 
 
Thanks much to Dr. William Thornton, who researched and compiled this information! 


